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Discovery of sensitive data location in data sources using
business/enterprise application data
flows


Abstract

A plurality of users connect to an application sending requests over a
transport and receiving responses from
an application that contain
sensitive data. For each user request, the application runs one or more
data
requests and commands to various data sources or other information
systems which return the sensitive data.
The application then processes
the data and returns is to the user as is or processed based on some
business
logic. The application includes a run-time environment--where
the application logic is executed.
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Claims

What is claimed is: 

1. A method for discovering sensitive data, in a system comprising a user application, one or more
application servers and a data source in communication through a computer
network, the application server
operating an application agent, the method comprising: a. Selecting or indicating sensitive data in a user
request by determining said user request with regard to operation of the user application or an application
program
interface (API) request; b. Detecting a data flow, comprising a data request from the user
application and a data response from the data source by the application agent; c. Recording said data flow,
including the data request and the data response; d.
Locating the sensitive data in the recording; and e.
Determining a data lineage for the sensitive data, including each communication between the user
application and the data source, said data lineage comprising a set of events in sequence, said events
comprising said interactions between the user application and the data source, and data transacted during said
events, f. wherein said locating the sensitive data further comprises determining a pattern of the sensitive
data within total data
communicated and determining metadata for the sensitive data, including for each
sensitive source data element, a title, sensitivity score, various classifications, a request URI, the sensitivity
and classification of the data element.


2. The method of claim 1, further comprising determining a policy for locating the sensitive data in
interactions between the user application, the application server and the data source, according to said data
lineage and said metadata.


3. The method of claim 2, wherein said determining said policy comprises determining the policy according
to said data request from said user application and/or said data response.


4. A method for discovering sensitive data, in a system comprising a user application, an application server,
and a data source in communication through a computer network, the application server operating an
application agent, the method
comprising: a. selecting or indicating sensitive data in a user request by
determining said user request with regard to operation of the user application or an application program
interface (API) request; b. detecting a data flow, comprising a data
request from the user application and a
data response from the data source by the application agent; c. recording said data flow, including the data
request and the data response; d. locating the sensitive data in the recording, wherein locating the
sensitive
data comprises determining a pattern of the sensitive data within total data communicated, and wherein
locating the sensitive data further comprises data element, a title, sensitivity score, various classifications, a
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request URI, the
sensitivity and classification of the data element; and e. determining a data lineage for the
sensitive data, including each communication between the user application and the data source, said data
lineage comprising a set of events in sequence, said
events comprising said interactions between the user
application and the data source, and data transacted during said events.

Description

FIELD OF THE PRESENT INVENTION


The present invention relates to a process of discovering sensitive information using enterprise/business
applications.


BACKGROUND OF THE PRESENT INVENTION


Today, many banking, insurance, telecom and health companies maintain thousands of sensitive applications
that are exposed on a daily basis to thousands of end-users, partners, clients, part time workforce, new hires
and resignations. With
sensitive data such as personal information, medical information and sensitive
financial data being exfiltrated by malicious insiders and hackers that hijack user identities--organizations
must be able to detect sensitive data exposure by malicious
insiders and hackers in real-time. In addition,
increasing regulations and industry standards require fine-grained audit of "who" accessed "what", "when"
and "where".


Without wishing to be limited in any way, the term enterprise/business application often relates to a situation
in which a plurality of users connect to an application sending requests and receiving responses from the
application that contains
sensitive information. Also optionally, additionally or alternatively, such an
application may feature submission of a request from a remote program using an application program
interface (API) which is processed by the application, performing a
transaction or responding with a respond
with sensitive information.


For simplicity, the term "user request" is referred to herein as both a request that is submitted by a human
user or a request submitted by a computer program. For each user request, the application runs one or more
data requests and commands
to various data sources which return the sensitive data. The application includes
a run-time environment--where the application logic is executed and a data source (such as a database, file,
application program interface or an Enterprise Application
Integration solution--EAI)--where sensitive
information is stored, accessed by the application.


The challenge is that these data sources are highly complex, thus requiring tedious human effort to
discovering what tables, columns. API calls and files the sensitive data is found. As the location is unknown,
the monitoring, classifying,
ranking and detecting suspicious exfiltration events and protection of the data
becomes an impossible task.


Therefore, there is a need for a process for fast and accurate discovery, and monitoring, of sensitive data in a
transparent, generic and context-rich scalable way.


SUMMARY


According to at least some embodiments, a plurality of users and/or an application program interface (API))
connect to an application, sending requests over a network and receiving responses from an application that
contain sensitive data,
and/or applying a command to manipulate sensitive data. For each user request, the
application runs one or more data requests and commands to various data sources or other information
systems which return the sensitive data. The application then
processes the data and returns is to the user as
is or processed based on some business logic. The application includes a run-time environment--where the
application logic is executed.


The existing approach of discovering sensitive information in databases includes scanning the data source
objects (for example and without limitation, a database, file system or Hadoop cluster) with sensitive data
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samples and patterns (usually
based on regular expression). As these data sources are large and complex,
after running this discovery batch process for hours, it results in the detection of hundreds of suspicious
cryptic objects that might be sensitive-including huge amount of
clutter (e.g., objects that do not contain
sensitive data although it matches a regular expression pattern). The process can both miss objects that do
contain sensitive information and can include a large amount of objects that do not contain sensitive
information, which then require long and tedious manual cleansing process that is hard and sometimes
impossible to perform for most organizations. In addition, monitoring sensitive data exposure requires
policies to be defined on a Database Access
Monitoring solution (DAM), which is blind to the user request,
user response and user context.


To solve the problems mentioned above with precision, speed and agility both on databases AND on other
data sources, the present invention, in at least some embodiments, uses a simple and concise discovery tool
to identify and map the sensitive
data sources.


The present invention features a system and process for discovering sensitive data quickly and effectively,
with almost no human effort and with no false results.


The present invention uses the fact that data sources are built for supporting a business/enterprise application
(Application).


By having a user play an Application's sensitive user requests or sensitive data flow, the system constructs a
complete and accurate discovery of the data flow across different layers or run-time programs and the
sensitive data objects within
various data sources. A "user" in this context is any entity operating a user
application, whether human or automated (such as another software program for example). For example the
"user" could optionally be an automated software module for operating
the user application and for invoking
communications between the user application and the data source.


The present invention describes a system and process to identify sensitive data in the various data sources
(database, file, web service, data service, or an Enterprise Application (EAI) hub). For example, in a
database the discovery includes
but is not limited to schemas, tables, views, stored procedure calls, columns,
rows or files and a list of program calls.


It also collects the user requests (such as program call, and/or other interface with an end-user or another
front-end application or a scheduled request) and the data-source executable programs that are responsible
for the specific data flow of
the sensitive data (such as SQL requests and stored procedures in a database
source type).


The discovery may optionally be performed in a central manner, across any type of application.


The term application refers to any program software code such as but not limited to application servers
and/or a web server in which an end-user or another application or a scheduled request is sending a request to
the application, that is
sending a request to receive sensitive information from any source (database, file, web
service, data service, or an Enterprise Application Integration (EAI) hub).


In a schematic way, each user interaction with an application can be typically presented using the following
stages: "user request stage", "data request stage", "data response stage" and "user response stage"


The present invention, in at least some embodiments, requires that an application user or a computer program
(for example, an external API call) performs the various actions of the application that retrieve and/or
interact with the sensitive
information, having the system collect and analyze in parallel the user activities,
detecting and mapping all sensitive data flows and data exposure performed by the user actions. The system
analyzes the user activity within detailed context from the
application in one or more of the following typical
application execution stages: "user request stage", "data request stage", "data response stage" and "user
response stage". Each stage can include multiple application run-time programs executed on a
single or
multiple different computer servers (where the data request in the first server is a program call submitted to
the second server and so on to other servers) that are responsible for the completion of the specific stage
logical function.
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The system generates a full lineage between the user-request to data request--the location where the data is
stored, and to the data response (result set) and the user-response (output), hence mapping each one of the
sensitive data flows into
its respective data source objects (e.g., tables, views, columns within a database
source) based on execution time interval or similar data values found in the user response and data source
response (for example, same number found in the social security
number field in the application screen in the
application is found in the result set of a database SQL request, or an element in the xml result returned from
another server).


The invention, in at least some embodiments, features a system that also generates a full lineage using a
program source-code instrumentation, linking to the user application request, between the user response
(output) which the application
generates in different forms such as HTML, JSON. XML or any other data
structure, and the data-source result set.


Identifying the location in the data source result set or in a specific sensitive user response (for example,
database result set, returned file, JSON or XML file returned) and using the lineage of the request to the
entire related data flow
process that involves the various requests to the data sources enables the system to
identify the exact table/view column that stores this location, the file or the application program or web
service or Application Program Interface (API) in case the
data source is another server).


This lineage identifies the underlined objects whenever a sensitive user activity is performed. 

BRIEF DESCRIPTION OF THE DRAWINGS


The preferred embodiments of the present invention will hereinafter be described in conjunction with the
appended drawings, provided to illustrate and not to limit the present invention, wherein like designations
denote like elements, and in
which:


FIG. 1A shows an exemplary, non-limiting system which features an application user 106 communicating
with an application server 100, which based on the user request, sends a data request to a data source 108.


FIG. 1B shows another embodiment of an exemplary, non-limiting system of the present invention.


FIG. 2A describes a non limiting exemplary general method for determining the data lineage of sensitive
data.


FIG. 2B shows another exemplary, non-limiting method for determining sensitive data within the data
lineage or function stream, as previously indicated.


FIG. 3A shows a more detailed optional exemplary method for assisting a user to determine which data is
sensitive if an application agent is being run.


FIG. 3B shows a non-limiting, exemplary method which is similar to the method shown in FIG. 3A except
that it is performed with network sensors.


FIG. 4A shows an exemplary optional method for providing the filtered data to users in order to further
determine which data is sensitive.


FIG. 4B shows a similar exemplary non-limiting method for the network sensors as in the method of FIG.
4A.


FIG. 4C is a non limiting exemplary method in which a user may actually choose to step through the
functions of an application.


FIG. 5 shows an exemplary, non-limiting method to create a set of policies which may optionally also
include manual classification.


FIGS. 6A and 6B show exemplary, non-limiting methods for collecting and analyzing user application
requests and data source (database) responses.
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DETAILED DESCRIPTION OF THE PRESENT INVENTION


While various embodiments of the present invention have been illustrated and described, it will be clear that
the present invention is not limited to these embodiments only. Numerous modifications, changes, variations,
substitutions and
equivalents will be apparent to those skilled in the art without departing from the spirit and
scope of the present invention.


The present invention in at least some embodiments relates to a system and method for determining the
location, type, sensitivity score and other classification (such as regulation type, sensitivity level) of sensitive
data and for then
including policies for control of such data according to the determination thereof.


Without wishing to be limited in any way, the present invention, in at least some embodiments, may
optionally be described as a system for discovery of sensitive data within various data sources, for example
by having a person select sensitive
values within application screens, by specifying certain values received or
exported by an application program interface calls, or by marking a certain value within the application
server programs that contain sensitive data. The system uses various
tracking methods to follow its sensitive
data flow to the data source request, which is eventually parsed to identify the location or the sensitive table
and column names or application program interface call.


For example, the system optionally detects sensitive database tables and columns by marking a field in a
screen by an application user, and following its data flow in the application servers to the actual SQL result
set that includes the
sensitive value and the parsed SQL request to the database--pointing to the sensitive
table and column name.


Another example of how the system operates involves starting the process of discovery by manually
detecting and listing a comprehensive list of application screens that either present sensitive data, or commit
a high-value transaction or any
valuable interactions, application program interface calls (APIs), reports or
ad-hoc queries that expose sensitive data from data source, including but not limited to database, file,
application program interface and web service calls, application
program interfaces or an Enterprise
Application Integration (EAI) hub (collectively referred to as "screens").


In each one of the application screens or program calls, a discovery of the underlying data flow through the
different application layers up to the data source is preferably performed (database, file, big-data MapR
program or application program
interface API call)--discovering sensitive tables, columns, files or other data
sources.


Detecting the lineage between the application screens, reports or APIs to the data source request is preferably
performed by using combination of different methods: 1. Using value based matching (matching the
sensitive value to the SQL request
result set), 2. Time based matching (having only certain users retrieve the
data in a non-production environment), 3. Source-code instrumentation that detects the session_id joining the
user request to the data source request, database agent or
application server agent.


For completeness of the discovery process, the security administrator preferably marks for each sensitive
value a sensitivity score and corresponding data classifications, which the discovery process is matching in
each one of the user's data
source responses or application program interface (API) results. Once the value is
detected in the data source response/API response, parsing is performed on the data source request/API
request call to identify the relevant data source item that
contains the sensitive data.


According to at least some embodiments, the system may optionally feature computer program code that is
injected into different application run-time program codes retrieving application transaction context that is
performed as a result of the
application screen interaction or application program interface request.
Additional lineage detection options include identifying the data flows using network sensors, application
logs, or database agents, or end point agents that collect the context on
the requests and responds that are
performed to fulfill each item in the comprehensive list.


When computer program code is injected into different application run-time programs, the unique user
session_id identifier is detected in each step in the data flow, thus is able to link it with its corresponding data
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source requests (for
example, for relational databases, the user request to a sensitive field within a window
has the same session_id to the SQL request and data result set).


In addition, the injected computer program code can manipulate the request header, request details or other
variables in other stages (e.g., SQL request) in order to be able to detect the request in other layers in the
application data flow (for
example, adding a unique header_id in the request header that can be intercepted
by a network sniffer or another agent or adding a hint in the SQL request that can be detected by a database
agent).


These requests and responses are parsed and analyzed to detect the sources of the sensitive data. These
sources can be for example, schema, table and column in a database, file, or an XML sent from the server to
another server via a web service
or an application program interface.


An application may optionally be operated by any computational device, including but not limited to a single
server, a Virtual Server, a laptop, or a mobile device, or on a cluster of such computational devices.


The discovery system as described herein may optionally include a computer program code that is injected
into a specific application run-time program code. The injected computer program code includes the ability
to both identify the user mouse
text selection and using this value to pop-up a screen for the user to specify
the sensitivity score of this value, the name and classification it belongs to.


With the sensitive value and corresponding sensitivity score and classification, it searches the sensitive value
within different values it found in different result set related to the user session thread (referred as "session
tracking id") of
the user request from initiation to completion across the request execution stages (referred to
as "lineage"). The tracking includes all request context such as user information, application information,
request information (e.g. user computer IP
address, requested URL, request headers, cookies etc), and data
information (e.g. all parsed SQL requests and typed results, outbound http requests and responses, etc). The
program code (that is injected) may optionally also add or change a value in the
user request or data source
request for marking the specific transaction. This marking can be used by the data source and/or another
component of the system as described herein to detect the transaction flow by other instances of the
discovery system
installed on other servers, or data sources.


The discovery system preferably matches the sensitive data values presented within the application screen or
added manually by the user, including sensitive transaction values with the data-source request parameter
values, returned results set
values or application program interface parameter values.


The discovery system preferably performs the search only on related requests in the data flow by using one
or more of time based matching, session identifier, and matching the values by applying various data
manipulation techniques including but
not limited to encoding manipulations, numeric rounding, time and
date manipulation, special character (such as spaces, commas, points, end of line), manipulation and
predefined data patterns (such as social security number pattern or credit card
pattern) that are custom or
shared between different installations of the discovery system like a library to detect the set of SQL requests
or program calls that expose the sensitive information to the screen.


For a data source type database, the discovery system matches the user request and response (output) to the
parsed SQL (the list of column and tables), and also matches the data results (result set) containing the
sensitive data with the related
parsed SQL requests, and classified as sensitive.


For a data source type application program interface call, the system matches the program returned values
containing the sensitive data to accurately identify the specific program call.


Preferably the system parses the SQL text or program calls, generating a comprehensive list of sensitive data
sources and objects, tables, views and column names that may contain the sensitive information in the
various sources and associates
them with the data response and user response, generating part of the lineage
between the user-request to the data source elements.


As described herein, terms such as "user request" and the like are understood to involve actions taken
through a user computer and/or by a user application.
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Turning now to the Figures, as shown in FIG. 1A, there is an exemplary, non-limiting system which features
an application user 106, operated by a computational device (not shown), communicating with an application
server 100, which based on the
user request, sends a data request to a data source 108. Data source 108 may
optionally comprise a database system, file system, EAI, program call or any other source of sensitive data.


During its typical operation, user application 106 would send a request to the application server 100 for some
type of function, which would involve some type of sensitive data processing and/or sensitive data retrieval
(and exposure). This
would form the user request as shown. Application server 100 then sends data requests
to data source 108 as a result of the user request, in order to retrieve sensitive data or perform the function or
to otherwise satisfy the user request (for example,
in an application working with a relational database, the
user sends a request in a URL form to an application, the application sends a corresponding data request in a
SQL format to the database, such as "select customer_name from table_customer". In an
application working
with an API (not shown), the application might send an XML, JSON or other program interface
communication parameter request to the source server, and would then receive a response that includes the
sensitive data results. Data source
108 then responds to application server with the data response (in
relational database, this is defined as "result set" that is combined from various columns, which some of
them might be sensitive)


Application server 100 would then send a response to the user that is to application user 106 (this is
commonly referred to as "output"). For the purpose of the present invention, at least in embodiments,
application server 100 also features an
application agent 110. Application agent 110 collects all data related
to the user's interaction as collected in real-time programs 101, 102, 103, and 104. The user request
processing in the application server 100 is characterized with a specific
session tracking id which is unique to
the user request, and which is collected by the application agent 110 in addition to other run-time variables.
The application server agent 110 optionally and preferably collects rich-context on each user
request/report/program, from the application run-time program as well as from external sources including but
not limited to environment context (such time, date), application context (application name, type), user
context (name, role, LDAP attribute,
hire date, resignation date), session (IP, geolocation, device, custom
variables), request context (type, value, variable value, objects, result set size, result set value, output value).
This additional context is used to detect the sensitive data
flows from the rest.


Application agent 110 is operated by application server 100 and intercepts requests from user application 106
and other directive communication with data source 108 as described above. This interception is necessary in
order to determine which
data is sensitive. Real-time programs 101, 102, 103, 104 are preferably executed
in-line, more preferably before every application program-code that is handling user requests, such as user
agent 106, as well as any application program-code that is
interfacing with a data source, such as application
server 100 and/or software operating data source 108.


Application agent 110 is therefore able to collect and correlate (by comparing the application session
tracking id) the sensitive user and data requests (referred to as "lineage") in each one of the run-time
programs 101-104, detecting the
related flows of sensitive data. These flows are initiated by a user operating
user application 106, followed by the application 100 generating a data-source request submitted to the data
source 108, followed by the result retuned from the data source
to the application 100, and the application
output that is returned to the user through user application 106.


That is how the operation of user application 106 and the operation of the application itself and application
server 110 correlate to cause sensitive data to be abstracted from or written to data source 108.


When multiple application servers 100 are working in-line to process the user request one after the other,
each application with a different session tracking id., the application agent 110 in each application server 100
identifies the requests
by adding a unique session remark that identifies the original user request's session
tracking id into the communication between the two (or more) application servers (e.g. by adding an header
to the request between the parties in case of http requests;
multiple application servers not shown). The
application server 100 that receives the remark in the communication parses it. These added remarks identify
the original user session across different application servers, as the remark is detected and
identified by each
application agent 110 on each application server 100 respectively.
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FIG. 1B shows another embodiment of an exemplary, non-limiting system of the present invention. In this
embodiment, optionally application agent 110 is the present application server, but additionally or
alternatively there is present a network
sensor for 100 which sits between user application 106 and
application server 100. Another option is adding sensor 401, a network sensor 401 which sits between
application server 100 and data source 108.


In this instance, application agent 110 or another external software module not shown external to application
server 100 collects data from sensors for 100 and 401. It's including all data generated from the users, from
the application, from
the interaction of application user 106 as detected by sensor 400 and also as transmitted
to or from data source 108 as collected by sensor 401.


FIG. 2A describes a non limiting exemplary general method for determining the data lineage of sensitive
data. By data lineage, it is meant the functionality of that data as it is embedded within the functionality of a
particular user running a
particular application request to interact with a particular sensitive data The lineage
indicates when the data is requested, where it resides within the data source, how it is consumed by the
application and by the user.


Turning now to FIG. 2A, in stage one the user selects or indicates sensitive data. The sensitive data may
optionally be present when the user opens and interacts in one of a plurality of screens, reports or programs,
or alternatively may be
simply provided by the user.


According to at least some embodiments, the discovery solution captures the sensitive value from the
application screen by adding code instrumentation program instruments the end-user mouse selection, so
when the user selects a text within the
application screen--the value is captured by the code instrumentation
program and sent to the management server.


The sensitive field value, sensitivity score and data classification collected by the program instrumentation
code are also preferably sent to the management server. When the user selects a sensitive value in the
application screen, the value
is sent to the management server, which matches it with all other result sets
returned to the user session. When matching occurs, the source of the result set is parsed to detect the source
of the value, thus mapping it to the user specified sensitivity
score and classification. For example, for a
relational database repository, the result set includes the sensitive value, thus matching the value with the
parsed SQL request--thus detecting the schema, table and column names that contain the sensitive
value.


In stage two, application agent detects user interactions with data. In this embodiment, application agent is
operated by the application server and as so is able to detect with lineage (as it collects the application
session_id), both
interactions with the user application and also with the data source.


Application agent then records the sensitive data flow from the source to the user (destination). By recording
all aspects of the interaction with the sensitive data, application agents determines which functions or
requests from the user
application caused the sensitive data to be requested. These functions or requests
preferably include but are not limited to the reaction of the application server to this request, that is the
response with additional functionality or information, the
response from the data source in reaction to the
request for sensitive data, and the like.


The interactions between the user screens and the data requests/responses are recorded sequentially, meaning
that interactions which occur earlier are recorded as happening earlier in time and also as occurring earlier in
the sequence of events. Interactions which occur later are recorded and determined to be occurring later in
the event sequence stream. In addition, the stream itself includes a series of events, which include requests
and responses (stages) between the user application, the
application server, and the data source. The sensitive
data itself both in the result (returned from the data source) and the actual output that the application server is
returning to the user are also recorded to determine where it fits in the stream
of interactions with the data
and to allow to later detect the exact phrases used in the screens.


In stage four, sensitive data is located within the recording. This may actually occur or be performed by
application agent. Alternatively, it may be performed by a different system or a remote server or software
module.
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Locating sensitive data is often preferably done according to policy. Or it alternatively may be done
according to managed interaction with the user or according to data which was previously determined to be
sensitive and which is used to
create a pattern (such as a US social security number using a regular
expression), according to which the sensitive data can be located in the recording.


In stage five, the full lineage for the data is indicated. As previously noted, the full lineage indicates the
series of functions according to which sensitive data is requested, manipulated, and or provided. Also, the
entire function series
which leads up to the request of the sensitive data as well as the transmission of the
sensitive data itself. This allows the flow of the sensitive data to be traced, including functions or requests
leading up to the provision of sensitive data, even
before the sensitive data is itself provided.


FIG. 2B shows another exemplary, non-limiting method for determining sensitive data within the data
lineage or function stream, as previously indicated. In stage one, the user selects or indicates sensitive data.
In stage two, an applications
server sniffer detects application interactions with data. In this case, this is not
running on the applications server itself, but rather is a sniffer located between the user application and the
application server. These detections occur because the
sniffer is instructed according to the selection or
indication of the sensitive data, for example optionally by determining which application interactions occur
with the data and, therefore, which application interactions are relevant.


In stage three, the database sniffer detects database interactions with that data. Again, the database sniffer is
not operated by the database resource itself or the data source itself, but rather is located on the network
between the database
or the data resource and the application server. Again, the database sniffer is instructed
to detect these database interactions option preferably according to indications from the stakeholder.


In stage four, again, interactions with the data are recorded as previously described. However, in stage five
these interactions need to be correlated with particular data source, database requests, and application
requests and user response
(output). This is because the application agent is no longer installed and used for
detecting the request's session tracking id and able to see the complete data stream, while the sensors only
see uncorrelated events (the user request events and the
data source request), unable to correlate these events
to a cohesive event stream.


Both sensor recordings, and information must be correlated in order to determine the nature of the request
and the function and the data for full correlation. In stage six, sensitive data is located in the recording, again,
as previously
described. In stage seven, the full lineage is determined for the data, again, as previously
described.


After the lineage is determined for the sensitive user request using the application agent or using the network
sensors, the data source request is parsed to identify the different objects (e.g., in the relational database--the
tables and column
names that generate the result set) that contain the sensitive data are identified.


FIG. 3A shows a more detailed optional exemplary method for assisting a user to determine which data is
sensitive if an application agent is being run. The application agent contains a deterministic lineage between
the user request, user
response, data source request, and data source response. This is because the application
agent records all of the functionality, request and response, from both the user application and also from the
data source and, of course, from the application
server itself.


This deterministic session tracking id, collected by the application agent, enables the lineage to be
determined whether performed in a production environment or a non production environment and with any
number of users. A non production
environment may optionally include any type of sandbox in which certain
functions are provided for testing, but which do not include many concurrent users working simultaneously
(preferably fewer than 10 concurrent users). Because fewer users are
expected to be working on the non
production system, there are only a few or preferably just one user request at a certain time period--thus
having a reduced amount of user requests and responses collected by the application sensor, and similarly a
reduced amount of data requests and responses collected by the data source sensor on the time interval of the
user request and user response events, thus having much less events to correlate, improving the accuracy of
the sensor based lineage.


The user in stage one logs into the application and runs a single screen or multiple screens, in order to make
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a user request. These screens relate to the user application, which is being accessed by the user. Effectively,
the user is
operating the application in order to locate the sensitive date. The application agent then collects
the specific user request, data request, data responses, and user response for the specific user in stage two.
The specific user map should be
identified according to user client IP, username, or other identification. This
information is collected during the time when the user runs the screens. In other words, stages one and two
are optionally and preferably performed in parallel.


In stage three, the system optionally through the application agent or alternatively through another software
or server, which is external to the application agent, filters the collected data.


The filtration is preferably based upon user information and preferably relates to specific interactions and
transactions which were invoked when the user operated the user application.


Preferably, the filtration then excludes noise which may include, for example, background recurring system
transactions and other housekeeping functions, which are not directly related to the user's request. The
system then collects the
application session tracing id for each user request, data request, data response, and
user response. By collecting this series of session tracking ids, the system is able to compare the session
tracking ids across interactions and network events. All
events with the same session tracking id represent a
single user interaction--thus lineage containing these events, and the connection between the events, is
accurately identified.


Optionally and preferably, the data lineage comprises a history of all functions from a request from the user
application to delivery of the data response to the user application by the application server.


Next, the system parses the user request, the data source request, data source response, and the user response
in order to track the source of each sensitive data value, such as for example a Social Security number value
that has been identified
as sensitive by an end-user is found also in the first column within the result set
response. Parsing the SQL request enables the system to detect the table and column that populate the first
column of the result set--hence identifying the source of the
social security number value for example.


FIG. 3B shows a non-limiting, exemplary method which is similar to the method shown in FIG. 3A except
that it is performed with network sensors. Again, stage one is performed as for FIG. 3A. Now, however, in
stage two the system uses
application network sensors and data source network sensors to collect the
previously described information. However, there's no application session tracking id because the sensors are
not able to determine this from the information they collect over
the network.


The system instead records all user requests, data source requests, data source results and user results that
occur between the time that the user request is sent and the user response is presented back to the user.
However, preferably the
clocks (timekeepers) are in sync on all computational devices on the network which
are being analyzed. Any other data source requests that are not part of the specific user requests are filtered
by using the user IP, type of requests (e.g., if the user
retrieves data than all data source requests other than
"select" requests are filtered and the time of requests. In stage three, the system again filters the collected
data as previously described. However, in this case the system generates and assigns
its own assumed user
session ID for the potentially related user request, data request, data response, and user response.


The data lineage which is so determined is statistically based and not deterministic. It is possible that these
requests and responses are not actually related. The filter is also preferably based on the user IP, type of
request and time
interval when the user submitted the request and received the results. Preferably, therefore,
FIG. 3B is run with a smaller number of users, optionally no more than 10 concurrent users to reduce
ambiguity in the lineage. Alternatively or additionally,
the method is optionally and preferably run in a non
production environment which can otherwise be controlled.


The system parses and relates all stages, including the user request, data request, data response, and the user
response. Again, the ultimate goal is to correlate accurately each user response value to a data source
response, which is then
linked to a data source request element. This enables the functionality of the user
application to be linked to the functionality of the application server and ultimately to the sensitive data
being requested from the data source.
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FIG. 4A shows an exemplary optional method for providing the filtered data to users in order to further
determine which data is sensitive. Turning now to FIG. 4A, in stage one the user is presented with the
filtered data response with any prior
sensitivity scores that exist. A sensitivity score may optionally have
already been determined by the user through a previous review and or may optionally be determined by
alternative software.


The user then specifies for each selected sensitive data response element (such as "Scott Tiger"), a title
(Customer name), sensitivity score (e.g., 7), and various classifications (e.g., PII). The user may also
optionally manually add other
element values where the system will preferably search across user responses
and data source responses to identify their data source. In stage two, the system matches the sensitive data
value that the user defined in stage one to the relevant user
requests. The system also preferably matches the
sensitive data value from one of the various result sets of the data source responses, thus able to link it to a
particular data source request and data source response. When matching the data, the
system may transform
the user input and collected input in order to fuzzy-match (match generally and/or probabilistically) the input
with the collected data. This is useful for example for handling dates with different time-zones, floating point
numbers
with different number of digits after the point, rounded numbers etc.


In stage three, the system builds a set of metadata, data which relates to the data itself, in order to be able to
locate it within a particular lineage and also to be able to detect it again in actual operation of the system.


The metadata optionally includes, for each sensitive source data element, a title, sensitivity score, various
classifications, a request URI, the sensitivity and classification of the data element. Next, in stage four, from
this metadata a
policy is created to detect, audit, and prevent exposure. Sensitivity score is preferably
determined from both user request, such as URI, and data source objects, such as table and columns.


In this case, the policy is optionally able to stand alone. That is to say it may be operated without further
manual input and instead is implemented to be able to further detect, not only the presence of sensitive data,
but also the requests
from the user application and requests from other applications or tools that led to the
sensitive data being requested from the data source.


Some non limiting exemplary uses of such detection of building may, for example, optionally be to be able to
detect spoofing requests. If data is not requested as part of the full lineage, but instead is requested by an
application that is not
normally requesting such data, this would be an example of potential fraud, malware,
or other illegal or undesired intrusion in the data request process.


FIG. 4B shows a similar exemplary non-limiting method for the network sensors as in the method of FIG.
4A. However, optionally in FIG. 4B in stage one the user may optionally correct the data response value as
well as remove unrelated user
requests, and data source requests. The reason for this is that the filtered data
response includes a fuzzy lineage. While this lineage is probabilistically determined, it is not deterministic.
Therefore, optionally in stage one the user may choose to
make corrections and or changes.


In stage two, once the user has fully determined the sensitive data value, the system then proceeds as
previously described with FIG. 4A. However, again, the user may optionally be given the chance to correct
this matching and assignment
because of the necessity to detect false positives, false negatives, and possibly
for the user to reassign the system assignment for the match sensitive data value.


In stage three, after stages one and two have been performed and the data has been correctly filtered and
matched, the metadata is built as previously described for FIG. 4A. In stage four, the system again creates a
policy as described with
regard to FIG. 4A. FIG. 4C is a non limiting exemplary method in which a user may
actually choose to step through the functions of an application.


For FIGS. 4A and 4B, optionally preferably the application is run until some predefined stopping point or
until the application-driven process is complete. In FIG. 4C, however, the user may optionally choose to step
through various screens
(data displays) and select data as the application is run. In stage one, the user
determines which recorded screens to view. These screens are recorded during the operation of FIG. 3 as
previously described. The user then selects sensitive data in
each screen in stage two.


In stage three, the sensitive data values are optionally traced through the recorded screens. This allows the
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user to determine if, in fact, the data is sensitive. Such a trace also determines if the system assignment of the
functionality that
is the data request and data response and user application requests and user application
response, as well as application server request and response were determined correctly.


This option may be performed, for example, if network sensors were used to sniff the data and it can be used
to correct any errors. Sensitive data is then abstracted from each screen and deposited as described in stage
four and a policy is
created from the abstracted data in stage five. Stage four also optionally and preferably
includes a creation of metadata as previously described.


FIG. 5 shows an exemplary, non-limiting method to create a set of policies which may optionally also
include manual classification.


In stage one, the process is started optionally and preferably for each sensitive screen and or request and or
report and or program. The method may then optionally be repeated as necessary in order to cover each
sensitive screen, request,
report, or program. In stage two, the user requests and data source requests, data
response and user response during the user request time intervals collected. This collection is preferably
performed through recording as previously described.


In stage three, the system automatically filters all collected data based on user identification, request time,
request type and results. In stage four, the system collects and parses each user request, data source request,
data response and
user response that was filtered by the system and classified by the user. Optionally and
preferably then the user mainly classifies the subset data based on identifying sensitive values and results in
stage five.


This process may also optionally be combined with the process of FIG. 4C, which was previously described.
Next, in stage six the system creates policies that detect and classify application requests. Optionally, the user
may determine for at
least some user requests and data source requests that this method should pass directly
from stage four to stage six. In that case, stage five is bypassed.


FIG. 6A shows an exemplary application/security administrator that accesses an application screen to
discover and classify sensitive information within an application--in this example, as shown in stage 1, bank
details are requested.


The screen returns information which some of which is sensitive in stage 2. In stage 3, the process works
according to whether the administrator has an add-on software which is able to read the information on the
screen and allow for its
selection. If this software is present, the administrator can click on the application
screen and the administrator actions are recorded by the add-on software (stage 4a). If not then the
information is added manually (stage 4b).


In either case, the administrator optionally and preferably adds title, sensitivity score, and classification for
each sensitive value.


In FIG. 6B, the system uses the entered administrator values to identify the user response, by searching the
values in the application outputs sent to the administrator during the time interval in stage 1. In stage 2, the
system collects the
user application request--a URI with a set of parameters. In stage 3, the system collects
the request from the application to the database.


The system then uses the administrator values to identify the data-source response in stage 4. The system
uses various data manipulation techniques including but not limited to encoding manipulations, numeric
rounding, time and date
manipulation, special character (such as spaces, commas, points, end of line), and
user defined and predefined value manipulation between different encoding methods and manipulation based
on data patterns (such as social security number pattern or credit
card pattern) that are custom or shared
between different installations of the discovery system like a library. This allows the system to understand
the data that is collected in the output form or format in stage 5.


In the example, the system identified the following sensitive data response elements: 1. User response 1234-
56789 to be identical to data response 123456789 by removing the `-` sign, detecting that the result set
column SSN is sensitive. Based
on the parsed SQL request that returned the result set, the system defined the
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SSN column (that is returning the first column in the result set) in table customers to be sensitive with SSN,
risk score 8, classification PII 2. User response John Smith is
detected by the system based on a template that
identifies the data in the result set by breaking the name into first name and last name. The system identified
the values John and Smith in two result set columns First_name (value John) in result set
column Last_Name
(value Smith), detecting that these result set columns are sensitive. Based on the parsed SQL request that
returned the result set, "Select SSN, First_name, Last_name from customers where customer_id=:A", the
second and third result set
columns are populated from the second and third columns in the SQL request,
thus both First_name, Last_name from customers are defined to be sensitive with title: customer name, risk
score 10, classification PII 3. User response 10,000,000 to be
identical to data response 10000021,44 by
applying different rounding functions and number format functions, that produce the 10000021,44 and
enables the system identify the sensitive value in Total_balance Based on the parsed SQL "Select
total_balance
from accounts where customer_id=:A" that returned the result set Total_balance, the system
defined the Total_balance column (that is returning the first column in the result set) in table accounts to be
sensitive with title: balance, risk score 20,
classification PII.


In this example, the data response to the user application by the application server comprises data in a
different format than the data response from the data source, such that the data needs to be transformed.
Optionally, transforming
sensitive data is performed in real time. Alternatively, it is performed in advance,
preferably for a plurality of transformations.


Other related data requests and data response that might have the same session tracking id or might be
executed in the time interval of the user request and user response are ignored, as they do not relate to the
sensitive data that the
administrator has specified.


For each sensitive data provided by the user, the system creates a policy for detecting all users that expose
the sensitive information. The policy preferably includes a set of matching conditions on all or part of the
following application
stages: matching based on the user request context (such as the URI value and
parameters), matching based on the data source context (such as the SQL, table, column name), matching
based on the data response (such as result set titles and structure), and
matching based on the user response
(such as the JSON/XML structure and parameters). The policy is optionally and preferably created according
to one or more of user application request (input), data element and/or application output (stage 6).


The policies can be imported into the application agent or within one of the sensors, for real time detection of
sensitive information exfiltration events.


It will be appreciated that various features of the invention which are, for clarity, described in the contexts of
separate embodiments may also be provided in combination in a single embodiment. Conversely, various
features of the invention
which are, for brevity, described in the context of a single embodiment may also be
provided separately or in any suitable sub-combination. It will also be appreciated by persons skilled in the
art that the present invention is not limited by what has
been particularly shown and described hereinabove.
Rather the scope of the invention is defined only by the claims which follow.


* * * * *
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