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System and method for controlled data extraction in computer networks

Abstract

Methods and systems for controlled data extraction in a computer network, with: monitoring data from at
least one program running on a node of the computer network, determination of at least one data portion
from the monitored data, where the data portions are selected upon identification of at least one of:
application and server events, code line execution, file access and data calls, moving of the determined at
least one data portion to a data sink, analyzing of the data on the data sink to determine at least one segment
for modification, and modifying the at least one segment.
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Claims

The invention claimed is:

1. A method of controlled data extraction in a computer network, the method comprising: monitoring, by a
processor, data from at least one program running on a node of the computer network; determining, by the
processor, at least one data portion from the monitored data with a data exception, in accordance with at least
one first rule, wherein data portions exceptions determined in accordance with the at least one first rule are
selected upon identification of at least one of: application and server events, code line execution, file access
and data calls; moving, by the processor, the determined at least one data portion exception to a data sink;
analyzing, by the processor, the data on the data sink to determine at least one segment for modification; and
modifying, by the processor, the at least one segment, in accordance with at least one second rule, wherein
the modification of the at least one segment is carried out in real-time corresponding to the rate of the
computer network; creating, by the processor, instructions for modification of the determined at least one
code segment.

2. The method of claim 1, further comprising sending the modified data to the corresponding at least one
node of the computer network.

3. The method of claim 1, wherein modifications of data exceptions in accordance with the at least one
second rule are selected from: catching an exception, executing a line of code, skipping a line of code, and
setting a variable's value.

4. The method of claim 1, wherein at least one segment for modification comprises an event identified in
accordance with the at least one first rule.
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5. The method of claim 1, further comprising embedding a dedicated processor in the computer network to
analyze the data therein.

6. The method of claim 1, further comprising stopping operation of the at least one node upon detection of at
least one event identified in accordance with the at least one first rule.

7. The method of claim 1, wherein the monitoring is carried out with at least one of: tracing mechanism,
hooking, bytecode-manipulation and debugger interfaces, and wherein the bytecode-manipulation is
interchangeable with the tracing mechanism.

8. The method of claim 1, wherein at least one of the following events is monitored: performance profiling,
error instrumentation, logging web events, application networking events, file system events, network traffic
monitoring and container instrumentation operation.

9. The method of claim 1, further comprising executing executable code by another processor in the
computer network.

10. The method of claim 1, further comprising editing executable code during operation of a process on the
computer network in real-time.

11. The method of claim 1, further comprising performing data collection by a framework debugger interface
integrated with software libraries.

12. A system for controlled data extraction in a computer network, the system comprising: a processor; and
at least one data sink, comprising at least one first rule and at least one second rule, wherein the processor is
configured to: monitor data from at least one node of the computer network; determine at least one data
exception, in accordance with the at least one first rule, wherein data exceptions are selected from a group
consisting of: application and server events, code line execution, file access and calls; move the monitored
data to the data sink; analyze the data on the data sink to determine at least one segment for modification;
and modify the at least one segment in real-time corresponding to the rate of the computer network, wherein
the modification is carried out in accordance with the at least one second rule; creating, by the processor,
instructions for modification of the determined at least one code segment.

13. The system of claim 12, further comprising a dedicated processor embedded in the computer network to
analyze the data therein.

14. The system of claim 12, wherein at least one segment for modification comprises an event identified in
accordance with at least one first rule.

15. The system of claim 14, wherein the at least one first rule comprises at least one of type of source code
and location in source code to determine data exceptions.

16. The system of claim 14, wherein the processor is configured to stop operation of the at least one node
upon detection of at least one event identified in accordance with the at least one first rule.

17. The system of claim 12, wherein the processor is configured to monitor with at least one of: tracing
mechanism, hooking, bytecode-manipulation and debugger interfaces, and wherein the bytecode-
manipulation is interchangeable with the tracing mechanism.

18. The system of claim 12, wherein at least one of the following events is monitored by the processor:
performance profiling, error instrumentation, logging web events, application networking events, file system
events, network traffic monitoring and container instrumentation operation.

19. The system of claim 12, modifications of data exceptions in accordance with the at least one second rule
are selected from: catching an exception, executing a line of code, skipping a line of code, and setting a
variable's value.

20. A method of controlled code modification in a computer network, the method comprising: determining,
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by a processor, at least one code segment for modification from at least one program stored on a repository
coupled to the processor; creating, by the processor, instructions for modification of the determined at least
one code segment; sending, by the processor, instructions to be implemented on a node of the computer
network; and modifying code in the computer network based on the instructions for modification, wherein
implementation of the at least one modified segment is carried out in real-time while the corresponding
process keeps running, and wherein the modification is carried out in real- time corresponding to the rate of
the computer network.

Description

FIELD OF THE INVENTION

The present invention relates to computer networks. More particularly, the present invention relates to
systems and methods for controlled data management and extraction in computer networks.

BACKGROUND OF THE INVENTION

Software engineers that want to analyze or modify their code are currently required to use multiple tools to
collect data from different sources and for different purposes, for example logging code segments and/or
libraries inside the system, using exception management software development kits (SDKs) for collection of
exceptions, etc. Since the majority of code development and deployment processes have long and slow
cycles, the typical solution for code analysis and/or modification is to retrieve a segment of the code (e.g.,
with a snapshot). However, even such solutions cannot be applied to all portions of code since some
segments cannot be retrieved by the remote engineer and therefore lacking simple and agile data extraction.

Some data collection includes a dedicated application program interface (API) and/or dedicated SDK
supplied by the data target so that data is transformed, and the final target is then determined in the collection
layer itself. Data may also be collected to a temporary target (e.g., file or queue) with a second, separate
stage (such as an extract, transform and load-ETL process) is used to transform the data and load it to its
final target.

SUMMARY OF THE INVENTION

There is thus provided, in accordance with some embodiments of the invention, a method of controlled data
extraction in a computer network, the method may include: monitoring, by a processor, data from at least one
program running on a node of the computer network, determining, by the processor, at least one data portion
from the monitored data, in accordance with at least one first rule, wherein data portions determined in
accordance with the at least one first rule are selected upon identification of at least one of: application and
server events, code line execution, file access and data calls, moving, by the processor, the determined at
least one data portion to a data sink, analyzing, by the processor, the data on the data sink to determine at
least one segment for modification, and modifying, by the processor, the at least one segment, in accordance
with at least one second rule.

In some embodiments, the modified data may be sent to the corresponding at least one node of the computer
network. In some embodiments, the at least one data portion may include a data exception. In some
embodiments, the monitoring may be carried out on a dedicated node of the computer network. In some
embodiments, at least one segment for modification may include an event identified in accordance with the
at least one first rule.

In some embodiments, a dedicated processor may be embedded in the computer network to analyze the data
therein. In some embodiments, the at least one first rule may include identification of at least one of type of
source code and location in source code to determine data exceptions. In some embodiments, an alert may be
issued upon detection of at least one event identified in accordance with the at least one first rule. In some
embodiments, operation of the at least one node may be stopped upon detection of at least one event
identified in accordance with the at least one first rule. In some embodiments, the monitoring may be carried
out with at least one of: tracing, hooking, bytecode-manipulation and debugger interfaces, and wherein the
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bytecode-manipulation is interchangeable. In some embodiments, at least one of the following events may be
monitored: performance profiling, error instrumentation, logging web events, application networking events,
file system events, network traffic monitoring and container instrumentation operation.

There is thus provided, in accordance with some embodiments of the invention, a system for controlled data
extraction in a computer network, the system may include: a processor, and at least one data sink, comprising
at least one first rule and at least one second rule, wherein the processor is configured to: monitor data from
at least one node of the computer network, determine at least one data exception, wherein data exceptions are
selected from a group consisting of: application and server events, code line execution, file access and calls,
move the monitored data to the data sink, analyze the data on the data sink to determine at least one segment
for modification, and modify the at least one segment.

In some embodiments, the processor may be configured to monitor on a dedicated node of the computer
network. In some embodiments, a dedicated processor may be embedded in the computer network to analyze
the data therein. In some embodiments, at least one segment for modification may include an event identified
in accordance with at least one first rule. In some embodiments, the at least one first rule may include at least
one of type of source code and location in source code to determine data exceptions.

In some embodiments, the processor may be configured to stop operation of the at least one node upon
detection of at least one event identified in accordance with the at least one first rule. In some embodiments,
the processor may be configured to monitor with at least one of: tracing, hooking, bytecode-manipulation
and debugger interfaces, and wherein the bytecode-manipulation is interchangeable. In some embodiments,
at least one of the following events may be monitored by the processor: performance profiling, error
instrumentation, logging web events, application networking events, file system events, network traffic
monitoring and container instrumentation operation.

There is thus provided, in accordance with some embodiments of the invention, a method of controlled code
modification in a computer network, the method may include: determining, by a processor, at least one code
segment for modification from at least one program stored on a repository coupled to the processor, creating,
by the processor, instructions for modification of the determined at least one code segment, sending, by the
processor, instructions to be implemented on a node of the computer network, and modifying code in the
computer network based on the instructions for modification. In some embodiments, implementation of the
at least one modified segment may be carried out in real-time while the corresponding process keeps
running.

BRIEF DESCRIPTION OF THE DRAWINGS

The subject matter regarded as the invention is particularly pointed out and distinctly claimed in the
concluding portion of the specification. The invention, however, both as to organization and method of
operation, together with objects, features, and advantages thereof, may best be understood by reference to the
following detailed description when read with the accompanying drawings in which:

FIG. 1 shows a block diagram of an examplary computing device, according to some embodiments of the
invention;

FIGS. 2A-2B show block diagrams of a system for controlled data extraction in a computer network,
according to some embodiments of the invention;

FIGS. 3A-3B show block diagrams of a system for controlled code modification in a computer network,
according to some embodiments of the invention;

FIG. 4 is a flowchart of a method of controlled data extraction in a computer network, according to some
embodiments of the invention; and

FIG. 5 is a flowchart of a method of controlled code modification in a computer network, according to some
embodiments of the invention.

It will be appreciated that, for simplicity and clarity of illustration, elements shown in the figures have not
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necessarily been drawn to scale. For example, the dimensions of some of the elements may be exaggerated
relative to other elements for clarity. Further, where considered appropriate, reference numerals may be
repeated among the figures to indicate corresponding or analogous elements.

DETAILED DESCRIPTION OF THE INVENTION

In the following detailed description, numerous specific details are set forth in order to provide a thorough
understanding of the invention. However, it will be understood by those skilled in the art that the present
invention may be practiced without these specific details. In other instances, well-known methods,
procedures, and components, modules, units and/or circuits have not been described in detail so as not to
obscure the invention. Some features or elements described with respect to one embodiment may be
combined with features or elements described with respect to other embodiments. For the sake of clarity,
discussion of same or similar features or elements may not be repeated.

Although embodiments of the invention are not limited in this regard, discussions utilizing terms such as, for
example, "processing", "computing”, "calculating", "determining", "establishing", "analyzing", "checking",
or the like, may refer to operation(s) and/or process(es) of a computer, a computing platform, a computing
system, or other electronic computing device, that manipulates and/or transforms data represented as
physical (e.g., electronic) quantities within the computer's registers and/or memories into other data similarly
represented as physical quantities within the computer's registers and/or memories or other information non-
transitory storage medium that may store instructions to perform operations and/or processes. Although
embodiments of the invention are not limited in this regard, the terms "plurality" and "a plurality" as used
herein may include, for example, "multiple" or "two or more". The terms "plurality" or "a plurality" may be
used throughout the specification to describe two or more components, devices, elements, units, parameters,
or the like. The term set when used herein may include one or more items. Unless explicitly stated, the
method embodiments described herein are not constrained to a particular order or sequence. Additionally,
some of the described method embodiments or elements thereof can occur or be performed simultaneously,
at the same point in time, or concurrently.

Reference is made to FIG. 1, which is a schematic block diagram of an example computing device,
according to some embodiments of the invention. Computing device 100 may include a controller or
processor 105 (e.g., a central processing unit processor (CPU), a chip or any suitable computing or
computational device), an operating system 115, memory 120, executable code 125, storage 130, input
devices 135 (e.g. a keyboard or touchscreen), and output devices 140 (e.g., a display), a communication unit
145 (e.g., a cellular transmitter or modem, a Wi-Fi communication unit, or the like) for communicating with
remote devices via a communication network, such as, for example, the Internet. Controller 105 may be
configured to execute program code to perform operations described herein. The system described herein
may include one or more computing device(s) 100, for example, to act as the various devices or the
components shown in FIGS. 2A-2B. For example, system 200 may be, or may include, computing device
100 or components thereof.

Operating system 115 may be or may include any code segment (e.g., one similar to executable code 125
described herein) designed and/or configured to perform tasks involving coordinating, scheduling,
arbitrating, supervising, controlling or otherwise managing operation of computing device 100, for example,
scheduling execution of software programs or enabling software programs or other modules or units to
communicate.

Memory 120 may be or may include, for example, a Random Access Memory (RAM), a read only memory
(ROM), a Dynamic RAM (DRAM), a Synchronous DRAM (SD-RAM), a double data rate (DDR) memory
chip, a Flash memory, a volatile memory, a non-volatile memory, a cache memory, a buffer, a short term
memory unit, a long term memory unit, or other suitable memory units or storage units. Memory 120 may be
or may include a plurality of: possibly different memory units. Memory 120 may be a computer or processor
non-transitory readable medium, or a computer non-transitory storage medium, e.g., a RAM.

Executable code 125 may be any executable code, e.g., an application, a program, a process, task or script.
Executable code 125 may be executed by controller 105 possibly under control of operating system 115. For
example, executable code 125 may be a software application that performs methods as further described
herein. Although, for the sake of clarity, a single item of executable code 125 is shown in FIG. 1, a system
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according to some embodiments of the invention may include a plurality of executable code segments similar
to executable code 125 that may be stored into memory 120 and cause controller 105 to carry out methods
described herein.

Storage 130 may be or may include, for example, a hard disk drive, a universal serial bus (USB) device or
other suitable removable and/or fixed storage unit. In some embodiments, some of the components shown in
FIG. 1 may be omitted. For example, memory 120 may be a non-volatile memory having the storage
capacity of storage 130. Accordingly, although shown as a separate component, storage 130 may be
embedded or included in memory 120.

Input devices 135 may be or may include a keyboard, a touch screen or pad, one or more sensors or any other
or additional suitable input device. Any suitable number of input devices 135 may be operatively connected
to computing device 100. Output devices 140 may include one or more displays or monitors and/or any other
suitable output devices. Any suitable number of output devices 140 may be operatively connected to
computing device 100. Any applicable input/output (I/O) devices may be connected to computing device 100
as shown by blocks 135 and 140. For example, a wired or wireless network interface card (NIC), a universal
serial bus (USB) device or external hard drive may be included in input devices 135 and/or output devices
140.

Some embodiments of the invention may include an article such as a computer or processor non-transitory
readable medium, or a computer or processor non-transitory storage medium, such as for example a memory,
a disk drive, or a USB flash memory, encoding, including or storing instructions, €.g., computer-executable
instructions, which, when executed by a processor or controller, carry out methods disclosed herein. For
example, an article may include a storage medium such as memory 120, computer-executable instructions
such as executable code 125 and a controller such as controller 105. Such a non-transitory computer readable
medium may be for example a memory, a disk drive, or a USB flash memory, encoding, including or storing
instructions, e.g., computer-executable instructions, which when executed by a processor or controller, carry
out methods disclosed herein. The storage medium may include, but is not limited to, any type of disk
including, semiconductor devices such as read-only memories (ROMs) and/or random access memories
(RAMs), flash memories, electrically erasable programmable read-only memories (EEPROMSs) or any type
of media suitable for storing electronic instructions, including programmable storage devices. For example,
in some embodiments, memory 120 is a non-transitory machine-readable medium.

A system according to some embodiments of the invention may include components such as, but not limited
to, a plurality of central processing units (CPU) or any other suitable multi-purpose or specific processors or
controllers (e.g., controllers similar to controller 105), a plurality of input units, a plurality of output units, a
plurality of memory units, and a plurality of storage units. A system may additionally include other suitable
hardware components and/or software components. In some embodiments, a system may include or may be,
for example, a personal computer, a desktop computer, a laptop computer, a workstation, a server computer,
a network device, or any other suitable computing device. For example, a system as described herein may
include one or more facility computing device 100 and one or more remote server computers in active
communication with one or more facility computing device 100 such as computing device 100, and in active
communication with one or more portable or mobile devices such as smartphones, tablets and the like.

Reference is now made to FIG. 2A, which shows a block diagram of a system 200 for controlled data
extraction in a computer network 201, according to some embodiments. In FIG. 2A, the direction of arrows
may indicate the direction of information flow.

According to some embodiments, system 200 may include a processor 202 (e.g., such as controller 105
shown in FIG. 1) in communication with at least one server 203 of computer network 201, such that data
from various nodes 20 (e.g., such as computing device 100 shown in FIG. 1) of computer network 201 may
be received for monitoring and/or analysis by processor 202 via the at least one server 203. In some
embodiments, system 200 may include at least one data sink 204, coupled to the processor 202, and
including at least one predetermined first rule 205 and/or at least one predetermined second rule 206.

In some embodiments, the predetermined first rule 205 may indicate that upon identification of at least one
of: code line execution, method call, interface call, exception thrown, exception caught, exception not
caught, file access, network activity, thread activity, and process activity the corresponding data portion may
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be selected for analysis (e.g., to determine of data modification is required). In some embodiments, the
predetermined second rule 206 indicate that upon receipt of a data segment for modification, that data
segment may be modified by at least one of: catching an exception, executing a line of code, skipping a line
of code, executing a method, and setting a variable's value.

The processor 202 may be configured to monitor data from at least one node 20 of the computer network 201
and determine at least one data exception 207 in accordance with at least one predetermined first rule 205. In
some embodiments, data exceptions 207 may be selected from a group consisting of: application and server
events, code line execution, file access and data calls.

According to some embodiments, processor 202 may be configured to move the monitored data to the data
sink 204, and analyze the data stored on the data sink 204 to determine at least one segment 208 (e.g., a
segment with an exception). The determined at least one segment 208 may be later modified (e.g., to correct
errors in the code), and the processor 202 may modify the at least one segment 208 in accordance with at
least one predetermined second rule 206.

The modification of the at least one segment 208 may be carried out on a predetermined separate ETL layer.
In some embodiments, modification of the at least one segment 208 may be carried out in real-time (e.g., in
accordance with the rate of computer network 201) such that the corresponding process running in computer
network 201 may be substantially unaffected.

According to some embodiments, processor 202 may be coupled to a dedicated server (e.g., a service server
within computer network 201) in order to allow at least one of: managing data pipelines, a dedicated API,
and/or a cloud data pipeline for processing and/or forwarding user data. The processor 202 may manage local
pipelines with at least one of: a dedicated API service for remote connection, and data collection (e.g., from
the operating system).

According to some embodiments, executable code to be implemented by the processor 202 may be executed
by another processor within the computer network 201. Execution of such code within computer network
201 may allow at least one of: a dedicated API service for remote connection, source code level data
collection, and/or event based data collection.

In some embodiments, source level collection may include, similarly to local debugging, the user of
computer network 201 specifying a source code position (e.g., a filename and line number) from which to
collect the data, as well as what data to collect. The data collection may include a two-step process: stopping
the program execution at the given point, for instance carried out using an interpreter's tracing mechanism
(e.g., sys.settrace in Python code) or assembly/bytecode manipulation, whereupon the actual program may be
changed, and collecting the desired data, for instance carried out by exposing program state to a scripting
engine (e.g., similarly to JavaScript .TM.) and allowing a user to utilize configurable script to collect the data
from the application and send it to the agent for further processing.

In some embodiments, global event collection may allow the user to specify a global event such as throwing
an exception, writing to log, network events and/or traffic, CPU and/or memory thresholds, file access events
and the like, and having the dedicated code (e.g., embedded within computer network 201) collect the data
when it occurs. In a two-step process: the program execution may be stopped at the given event, for instance
carried out using a predefined interface in the platform and/or using a code modification technique. The same
data collection scripting engine may be executed, for instance also provided with event specific data In some
embodiments, analysis and/or modification of data by processor 202 may be carried out at a separate
environment (e.g., using virtualization) such that running programs may be unaffected.

Reference is now made to FIG. 2B, which shows a block diagram of a system 210 for controlled data
extraction in a computer network 201, according to some embodiments. In FIG. 2B, the direction of arrows
may indicate the direction of information flow. In some embodiments, at least some elements of system 210
may have similar function as corresponding elements in system 200 (shown in FIG. 2A).

Processor 202 of system 210 may be embedded within computer network 201, for instance embedded as a
dedicated server. In some embodiments, executable code corresponding to code implemented on processor
202 in system 200 (shown in FIG. 2A) may be implemented on processor 202 in system 210 (shown in FIG.
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2B) such that upon detection of a data exception 207 a segment for modification 208 may be determined. In
some embodiments, the at least one data sink 204 may be embedded within computer network 201. In some
embodiments, the at least one data sink 204 may be external to the computer network 201.

According to some embodiments, data collection (e.g., by processor 202) may be carried out by application
code editing, with code going through several steps when being transformed from source code to machine
code, with at least one of the following steps: source code, abstract syntax trees (AST), assembly code,
machine code. In some embodiments, such edits may be added and removed "on the fly" (e.g., during
operation of a process on computer network 201) as needed for the data collection. In some embodiments,
data collection (e.g., by processor 202) may be carried out by a framework debugger interface, including
integration directly with the relevant software libraries, such that the integration may use a document
callback and/or plugin interface.

Reference is now made to FIG. 3A, which shows a block diagram of a system 300 for controlled code
modification in a computer network 201, according to some embodiments. The system 300 may include a
processor 202 in communication with at least one server 203 of computer network 201, such that data from
various nodes 20 of computer network 201 may be received for monitoring and/or analysis by processor 202
via the at least one server 203.

According to some embodiments, processor 202 may send data to server 203, and thereby to nodes 20 of
computer network 201, with instructions for code modifications 301, for instance instructions for code
update. The source code implemented at computer network 201 may be stored at a dedicated repository 302
coupled to processor 202, such that when an update to the code is required (e.g., upon detection of bugs) the
instructions for code modifications 301 may be directly sent to server 203 for implementation in computer
network 201. It should be noted that in such way, there is no longer a need to stop programs running in
computer network 201 in order to prepare appropriate instructions and implement an update. In some
embodiments, instructions for code modification 301 may be injected into code in computer network 201
such that the corresponding process running in computer network 201 may be substantially unaffected.

In some embodiments, implementation of instructions for code modifications 301 in computer network 201
may be carried out in substantially real-time (e.g., in accordance with the rate of computer network 201) such
that the corresponding process running in computer network 201 may be substantially unaffected. According
to some embodiments, executable code to be implemented by the processor 202 may be executed by another
processor within the computer network 201. Execution of such code within computer network 201 may
allow a dedicated API service for remote connection.

Reference is now made to FIG. 3B, which shows a block diagram of a system 310 for controlled data
modification in a computer network 201, according to some embodiments. In some embodiments, at least
some elements of system 310 may have similar function as corresponding elements in system 300 (shown in
FIG. 3A).

Processor 202 of system 210 may be embedded within computer network 201, for instance embedded as a
dedicated server. In some embodiments, executable code corresponding to code implemented on processor
202 in system 300 (shown in FIG. 3A), may be implemented on processor 202 in system 310 (shown in FIG.
3B).

According to some embodiments, processor 202 may send data to server 203, and thereby to nodes 20 of
computer network 201, with instructions for code modifications 301, for instance instructions for code
update. In some embodiments, source code implemented at computer network 201 may be stored at a
dedicated repository 302 coupled to processor 202, such that, when an update to the code is required (e.g.,
upon detection of bugs), instructions for code modifications may be created and sent directly to server 203
for implementation in computer network 201.

Reference is now made to FIG. 4, which shows a flowchart of a method of controlled data extraction in a
computer network, according to some embodiments. Data from at least one program running on a node 20 of
the computer network 201 may be monitored 401, for instance by at least one processor 202.

In some embodiments, at least one data portion may be determined 402, in accordance with at least one
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predetermined first rule 205, for instance by processor 202. The determined at least one data portion may be
moved 403 to a data sink 204, for instance by processor 202. In some embodiments, the data on the data sink
204 may be analyzed 404 to determine at least one segment for modification 208, for instance analyzed by
processor 202. The at least one segment 208 may be modified 405, in accordance with at least one
predetermined second rule 206, for instance by processor 202. In some embodiments, data portions
determined in accordance with the at least one predetermined first rule 205 may be selected from a group
consisting of: application and server events, code line execution, file access and calls. The at least one
segment for modification 208 may include an event from the first rule 205. In some embodiments, the at
least one first rule 205 may include a global event. The at least one predetermined first rule 205 may include
at least one of: type of source code and location in source code to determine data exceptions 207. In some
embodiments, an alert may be issued upon detection of at least one event from the first rule 205. In some
embodiments, operation of the at least one node 20 may be stopped (e.g., by processor 202) upon detection
of at least one event from the first rule 205.

In some embodiments, data collection may be modified without modifying the system of computer network
201, thereby providing agility, stability, and ease of use. In some embodiments, management of the data
collection (e.g., by processor 202) as a separate system may allow various built in features such as
monitoring, governance, compliance, etc.

The modified data may be sent (e.g., by processor 202) to the corresponding at least one node 20 of the
computer network 201. The at least one data portion may include a data exception 207. The monitoring may
be carried out on a dedicated node 20 of the computer network 201. In some embodiments, a dedicated
processor may be embedded in the computer network 201, for instance to analyze the data therein.

According to some embodiments, a method of controlled real-time data extraction in a computer network
201 may include: monitoring, by a processor 202, data from at least one program running on a node 20 of the
computer network 201 in real-time, determining at least one data portion, in accordance with at least one
predetermined first rule 205, and moving the determined at least one data portion to a data sink 204, wherein
the at least one program is not interrupted for a substantial time period (e.g., briefly interrupting the program
and quickly restoring to normal operation), and wherein data portions determined in accordance with the at
least one predetermined first rule 205 may be selected from a group consisting of: application and server
events, code line execution, file access and calls.

According to some embodiments, updates to data collection may be performed immediately without
requiring software updates. Updates to data collection may also be performed without changing the software
state through redeployment and/or restart. According to some embodiments, data may be safely extracted if
data extraction is prevented from jeopardizing the software system. Data may be collected from any software
source, including a live software system inner state. Data may also be enriched at the source or through the
pipeline to make it more valuable. According to some embodiments, data may be sent to any target system,
within or external to computer network 201.

According to some embodiments, data targets may be easily switched on the fly, allowing technological
freedom and reduces commercial lock-in costs. Data may be maintained fully structured throughout the
pipeline, increasing its value and ease of processing. In some embodiments, the pipeline may be fully
integrated end-to-end, saving time and money on setup and maintenance. The entire pipeline may be
managed remotely from a single system, keeping all settings in sync and saving work on orchestration.
According to some embodiments, the entire pipeline may be visible from a single pane of glass as a
management console that presents data from multiple sources in a unified display, thereby allowing to easily
understand and analyze it.

According to some embodiments, data compliance requirements may be implemented in the pipeline itself
keeping data compliant for the variety of different systems it is stored in. Data may be tracked end-to-end,
thereby allowing to know what each data items means. The pipelines may be monitored end-to-end, and
errors or changes in data quality easily identifiable. Identical data may be sent to multiple systems, thereby
keeping them in sync (unlike collecting the same data multiple time). In some embodiments, data may be
archived in the pipeline to meet a variety of needs (e.g., legal obligations, later retransmission, etc.).
According to some embodiments, data collection rules may be codified and/or encrypted and shared between
users of the system.
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Reference is now made to FIG. 5, which shows a flowchart of a method of controlled code modification in a
computer network, according to some embodiments. At least one code segment 208 for modification from at
least one program may be determined 501, for instance by at least one processor 202, the at least one
program running on a node 20 of the computer network 201.

In some embodiments, instructions for modification of the determined at least one code segment may be
created 502, for instance by processor 202. Instructions to be implemented on a node of the computer
network may be sent 503, for instance by processor 202. The code in the computer network 201 may be
modified 504 based on the instructions for modification. In some embodiments, implementation of the at
least one modified segment may be carried out in real-time while the corresponding process keeps running.

It should be noted that, with such data extraction systems as described above, it may be possible to extract
and analyze data on/from various sources (e.g., servers) and modify the data in real-time, for instance in
contrast to merely taking a "snapshot" of code for analysis.

According to some embodiments, the system 200 for controlled data extraction may include a unified and/or
cross-platform framework (or core) with a set of software development tools (e.g., debugging tools) that are
configured to assist in generation of multiple platform-specific applications. The cross-platform framework
may be configured to collect any piece of data from a running application, for instance the platform may be
operated by the system for controlled data extraction, without restarting and/or redeploying. For example,
such system 200 may include a single framework that allows data extraction with multiple programming
languages, thereby eliminating the need to generate separate frameworks for each programming language.

It should be noted that such cross-platform framework may create a single solution for all external computer
systems to be integrated with the system 200 for controlled data extraction, while each external computer
system may operate with a different programming language or framework (e.g., 'Python” .TM., 'JVM" .TM.,
"NodelJS' .TM. etc.), thus a single platform may be applicable to different frameworks (or languages). In
some embodiments, the cross-platform framework may include multiple application programming interfaces
(APIs) and employ at least one of the following techniques: tracing, hooking, bytecode-manipulation and
debugger interfaces for the set of software development tools. The monitoring of the system 200 may be
carried out with interchangeable bytecode-manipulation and/or tracing mechanisms in accordance with the
specific framework of the user.

The cross-platform framework may be generated with a predetermined open source programming
development language (e.g., ‘Golang’). In some embodiments, the implementation of the open source
programming development language may include monitoring and/or management of the cross-platform
framework, for instance monitored remotely of the cross-platform framework. The cross-platform framework
may be designed to enable predetermined open source programming development language (e.g., *Golang")
to work with different languages, for instance embedding *Golang’ into ‘Java' .TM. and/or "Python" .TM.
and/or ‘Node'.

In some embodiments, at least one of the following (global) events may be monitored: performance profiling
(e.g., CPU or memory profiling), error instrumentation (e.g., to capture exceptions), logging web events
(e.g., HTTP requests, domain name system (DNS) requests, etc.), application networking events (e.g.,
creation of addresses, network communication, etc.), file system events, network traffic monitoring and/or
container instrumentation operation. The system 200 may be integrated with instrumentation application
programming interfaces (both documented and undocumented) in order to identify events such as exception
processing and CPU usage, across the supported frameworks (e.g., 'Python” .TM., 'JVM" .TM. and 'NodeJS"
.TM.). System 200 may also be integrated with predetermined libraries using both extension interfaces as
well as hooking in order to identify events such as logging operations, web operations and/or network
actions.

According to some embodiments, the cross-platform framework may be designed to be configurable using
existing dependency managers or packages (e.g., ‘'pip’, ‘npm’, ‘Maven’, ‘Gradle’, etc.) with no compilation
of the native code, thus reducing the need to identify dependencies of operating systems and/or of the
framework level. The orchestration pipeline may be continuously revised in order to allow updates according
to the requirement of each user.
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According to some embodiments, system 200 may include a dynamic mechanism to allow simultaneous
operation on two frameworks at the same time, while presenting a unified interface, with assisted decision-
making ability that may independently select the most effective framework in accordance with the
environment (e.g., based on code).

According to some embodiments, system 200 may collect data to forward it in a fully structured manner to a
corresponding and/or remotely managed pipeline. Thus, creating the capability to transform and send the
data to any target from the same control mechanism as used for collecting the data.

While certain features of the invention have been illustrated and described herein, many modifications,
substitutions, changes, and equivalents may occur to those skilled in the art. It is, therefore, to be understood
that the appended claims are intended to cover all such modifications and changes as fall within the true
spirit of the invention.

Various embodiments have been presented. Each of these embodiments may of course include features from

other embodiments presented, and embodiments not specifically described may include various features
described herein.
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