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Abstract

A system and method for web filtering, including: generating an institutional policy dashboard that enables
an institution that issued a computing device to a minor user to select a set of institutional web access
policies sanctioned by the institution; generating a parental policy dashboard that enables a parent of the
minor user to select to a set of parental web access policies sanctioned by the parent; filtering web content
accessed by the minor user via the computing device by enforcing the parental and the institutional web
access policies; and reporting to the parent a set of web accesses undertaken by the minor user via the
computing device.

Inventors: Mahadik; Vinay (Milpitas, CA), Madhusudan; Bharath (Sunnyvale, CA), Katcher; Paul
(Albany, CA), Nguyen; Due (San Jose, CA), Chikate; Nikita (Milpitas, CA), Patekar; Amar
(Santa Clara, CA)

Applicant: Name City State Country Type

Securly, Inc. Milpitas CA US
Assignee: SECURLY, INC. (San Jose, CA) 
Family ID: 57017849
Appl. No.: 15/449,559
Filed: March 3, 2017

Prior Publication Data

Document Identifier Publication Date
US 20170180426 A1 Jun 22, 2017

Related U.S. Patent Documents

Application Number Filing Date Patent Number Issue Date
14679536 Apr 6, 2015 9602467

Current U.S. Class: 1/1
Current CPC Class: G06F 16/9535 (20190101); H04L 63/08 (20130101); H04L

63/20 (20130101); H04L 63/0236 (20130101); H04L 63/10 (20130101);

http://patft.uspto.gov/netahtml/PTO/index.html
http://patft.uspto.gov/netahtml/PTO/search-bool.html
http://patft.uspto.gov/netahtml/PTO/search-adv.htm
http://patft.uspto.gov/netahtml/PTO/srchnum.htm
http://patft.uspto.gov/netahtml/PTO/help/help.htm
https://certifiedcopycenter.uspto.gov/other/patft/view.html?backUrl1=http%3A//patft.uspto.gov/netacgi/nph-Parser?Sect1%3DPTO2%26Sect2%3DHITOFF%26p%3D1%26u%3D%25252Fnetahtml%25252FPTO%25252Fsearch-bool.html%26r%3D1%26f%3DG%26l%3D50%26co1%3DAND%26d%3DPTXT%26s1%3Dsecurly.ASNM.%26s2%3D%252522san%252Bjose%252522.ASCI.%26OS%3DAN%2Fsecurly%252BAND%252BAC%2F&backLabel1=Back%20to%20Document%3A%2010609078
https://certifiedcopycenter.uspto.gov/other/patft/order.html?docNumber=10609078&backUrl1=http%3A//patft.uspto.gov/netacgi/nph-Parser?Sect1%3DPTO2%26Sect2%3DHITOFF%26p%3D1%26u%3D%25252Fnetahtml%25252FPTO%25252Fsearch-bool.html%26r%3D1%26f%3DG%26l%3D50%26co1%3DAND%26d%3DPTXT%26s1%3Dsecurly.ASNM.%26s2%3D%252522san%252Bjose%252522.ASCI.%26OS%3DAN%2Fsecurly%252BAND%252BAC%2F&backLabel1=Back%20to%20Document%3A%2010609078
http://pdfpiw.uspto.gov/.piw?Docid=10609078&homeurl=http%3A%2F%2Fpatft.uspto.gov%2Fnetacgi%2Fnph-Parser%3FSect1%3DPTO2%2526Sect2%3DHITOFF%2526p%3D1%2526u%3D%25252Fnetahtml%25252FPTO%25252Fsearch-bool.html%2526r%3D1%2526f%3DG%2526l%3D50%2526co1%3DAND%2526d%3DPTXT%2526s1%3Dsecurly.ASNM.%2526s2%3D%252522san%252Bjose%252522.ASCI.%2526OS%3DAN%2Fsecurly%252BAND%252BAC%2F%2526RS%3D&PageNum=&Rtype=&SectionNum=&idkey=NONE&Input=View+first+page


6/1/2020 United States Patent: 10609078

patft.uspto.gov/netacgi/nph-Parser?Sect1=PTO2&Sect2=HITOFF&p=1&u=%2Fnetahtml%2FPTO%2Fsearch-bool.html&r=1&f=… 2/9

H04L 61/609 (20130101)
Current International Class: H04L 29/06 (20060101); G06F 16/9535 (20190101); H04L

29/12 (20060101)

References Cited [Referenced By]

U.S. Patent Documents
8111154 February 2012 Puri
8412154 April 2013 Leemet
8763078 June 2014 Castellucci
8973088 March 2015 Leung
2005/0055578 March 2005 Wright
2006/0270421 November 2006 Phillips
2010/0205662 August 2010 Ibrahim
2010/0318642 December 2010 Dozier
2011/0065419 March 2011 Book
2012/0151047 June 2012 Hodges
2013/0007245 January 2013 Malik
2013/0065555 March 2013 Baker
2013/0124192 May 2013 Lindmark
2013/0347058 December 2013 Smith
2014/0038546 February 2014 Neal
2015/0007307 January 2015 Grimes
2015/0113600 April 2015 Dulkin
2015/0180746 June 2015 Day, II
2015/0188949 July 2015 Mahaffey
2015/0381658 December 2015 Poornachandran
Primary Examiner: Chen; Shin-Hon (Eric) 
Attorney, Agent or Firm: DLA Piper LLP (US) 

Parent Case Text

RELATED PATENT APPLICATIONS/PRIORITY CLAIMS 

This patent application is a continuation of and claims priority under 35 USC 120 to US patent application
Ser. No. 14/679,536 filed on Apr. 6, 2015 and entitled "Web Filtering With Integrated Parental Management
and Reporting", which is incorporated herein fully by reference.

Claims

What is claimed is: 

1. A web filtering mechanism, comprising: a computer having a processor, memory and a plurality of
instructions configured to: select, using an institutional policy dashboard, a set of institutional web access
policies sanctioned by the institution for a computing device of a minor user; select, using a parental policy
dashboard, a set of parental web access policies sanctioned by a parent of the minor user; filter, using a web
filter, a piece of web content accessed by the minor user via the computing device by enforcing the set of
parental and institutional web access policies for the computing device; extract text associated with the piece
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of content accessed by the minor user; detect, by an urgency module, a potential for physical harm to the
minor user by examining one of keywords and phrases in the extracted text associated with the piece of
content accessed by the minor user; and enable the parent to establish a trust relationship by logging in using
a set of credentials issued to the minor user by the institution and send a respective email to the minor user
and the parent and the institution in response to a login by the parent. 

2. The web filtering mechanism of claim 1, wherein the computer is further configured to provide a current
geographic location of the computing device to the web filter such that the web filter adapts the parental web
access policies and the institutional web access policies to the current geographic location. 

3. The web filtering mechanism of claim 2, wherein the computer is further configured to determine the
current geographic location using one of an IP address of the computing device, a web-based geo-location
service and a GPS device in the computing device. 

4. The web filtering mechanism of claim 2, wherein the computer is further configured to record a
geographic location for each web access undertaken by the minor user using the computing device when
outside of the institution. 

5. The web filtering mechanism of claim 4, wherein the computer is further configured to generate an
activity report for the parent in response to each web access and the geographic location recorded in the
activity log. 

6. A method for web filtering, comprising: providing a set of institutional web access policies sanctioned by
the institution for a computing device of a minor user and a set of parental web access policies sanctioned by
a parent of the minor user; receiving an access to a piece of web content by the minor user using the
computing device; filtering, using a web filter, the piece of web by enforcing the set of parental and
institutional web access policies for the computing device; extracting text associated with the piece of
content accessed by the minor user; detecting, by an urgency module, a potential for physical harm to the
minor user by examining one of keywords and phrases in the extracted text associated with the piece of
content accessed by the minor user; and enabling the parent to establish a trust relationship by logging in
using a set of credentials issued to the minor user by the institution and send a respective email to the minor
user and the parent and the institution in response to a login by the parent. 

7. The method of claim 6 further comprising providing a current geographic location of the computing
device to the web filter and adapting the parental web access policies and the institutional web access
policies to the current geographic location. 

8. The method of claim 7 further comprising determining the current geographic location using one of an IP
address of the computing device, a web-based geo-location service and a GPS device in the computing
device. 

9. The method of claim 7 further comprising recording a geographic location for each web access undertaken
by the minor user using the computing device when outside of the institution. 

10. The method of claim 9 further comprising generating an activity report for the parent in response to each
web access and the geographic location recorded in the activity log.

Description

BACKGROUND OF THE INVENTION 

Institutions, e.g., schools, can issue computing devices to minor users, e.g., children attending the school. An
institution can employ web filtering to limit the web accesses that can be undertaken using the issued
computing devices. For example, a school can use web filtering to block social networking sites from being
accessed using the computing devices issued to the children attending the school. A child attending a school
can take a computing device issued by their school home or to a friend's house and still be subject to the
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social networking ban by the school. 

In general, in one aspect, the invention relates to a web filtering mechanism. The web filtering mechanism
can include: an institutional policy dashboard that enables an institution that issued a computing device to a
minor user to select a set of institutional web access policies sanctioned by the institution; a parental policy
dashboard that enables a parent of the minor user to select to a set of parental web access policies sanctioned
by the parent; and a web filter for filtering a web content accessed by the minor user via the computing
device by enforcing the parental and the institutional web access policies. 

In general, in another aspect, the invention relates to a method for web filtering. The method can include:
generating an institutional policy dashboard that enables an institution that issued a computing device to a
minor user to select a set of institutional web access policies sanctioned by the institution; generating a
parental policy dashboard that enables a parent of the minor user to select to a set of parental web access
policies sanctioned by the parent; and filtering web content accessed by the minor user via the computing
device by enforcing the parental and the institutional web access policies. 

In general, in yet another aspect, the invention relates to a web filtering mechanism. The web filtering
mechanism can include: a web filter for filtering a web content accessed by a minor user via a computing
device issued to the minor user by an institution; and a reporting mechanism for reporting to a parent of the
minor user a set of web accesses undertaken by the minor user via the computing device. 

In general, in still another aspect, the invention relates to a method for web filtering. The method can
include: filtering a web content accessed by a minor user via a computing device issued to the minor user by
an institution; and reporting to a parent of the minor user a set of web accesses undertaken by the minor user
via the computing device. 

Other aspects of the invention will be apparent from the following description and the appended claims. 

BRIEF DESCRIPTION OF THE DRAWINGS 

Embodiments of the present invention are illustrated by way of example, and not by way of limitation, in the
figures of the accompanying drawings and in which like reference numerals refer to similar elements. 

FIG. 1 shows a web filtering mechanism with integrated parental management in one or more embodiments. 

FIG. 2 illustrates a parental policy dashboard in one or more embodiments. 

FIG. 3 shows a web filtering mechanism establishing a trust relationship with a parent before allowing the
parent to control the web content for a minor user. 

FIG. 4 shows one or more embodiments of a web filtering mechanism that includes a location module. 

FIG. 5 shows how a web filtering mechanism determines which set of web access policies, the institutional
policies or the parental policies, are to be applied to a computing device in one or more embodiments. 

FIG. 6 shows one or more embodiments of a web filtering mechanism with integrated parental reporting. 

FIG. 7 illustrates an activity log in one or more embodiments. 

FIG. 8 shows an activity analyzer in a reporting mechanism in one or more embodiments. 

FIG. 9 shows an urgency module in a reporting mechanism in one or more embodiments. 

FIG. 10 illustrates a method for web filtering integrated with parental management in one or more
embodiments. 

FIG. 11 illustrates a method for web filtering integrated with parental reporting in one or more embodiments.
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FIG. 12 illustrates a computing system upon which portions of a web filtering mechanism or clients thereof
can be implemented. 

DETAILED DESCRIPTION 

Reference will now be made in detail to the various embodiments of the present disclosure, examples of
which are illustrated in the accompanying drawings. Like elements in the various figures are denoted by like
reference numerals for consistency. While described in conjunction with these embodiments, it will be
understood that they are not intended to limit the disclosure to these embodiments. On the contrary, the
disclosure is intended to cover alternatives, modifications and equivalents, which may be included within the
spirit and scope of the disclosure as defined by the appended claims. Furthermore, in the following detailed
description of the present disclosure, numerous specific details are set forth in order to provide a thorough
understanding of the present disclosure. However, it will be understood that the present disclosure may be
practiced without these specific details. In other instances, well-known methods, procedures, components,
have not been described in detail so as not to unnecessarily obscure aspects of the present disclosure. 

FIG. 1 shows a web filtering mechanism 100 in one or more embodiments. The web filtering mechanism 100
filters web communication for a computing device 120 issued to a minor user 110 by an institution. The
institution that issues the computing device 120 to the minor user 110 to can be a school and the minor user
110 can be a child attending the school. The web filtering mechanism 100 can perform any kind of web
filtering, e.g., DNS filtering, search filtering, keyword filtering, etc. 

The web filtering mechanism 100 includes an institutional policy dashboard 152 that enables the institution
that issued the computing device 120 to the minor user 110 to select a set of institutional web access policies
162. The institutional web access policies 162 are web access policies sanctioned by the institution that
issued the computing device 120 to the minor user 110. 

The web filtering mechanism 100 includes a parental policy dashboard 150 that enables a parent 112 of the
minor user 110 to select to a set of parental web access policies 160. The parental web access policies 160
are web access policies sanctioned by the parent 112. 

The web filtering mechanism 100 includes a web filter 170 for filtering a web content accessed by the minor
user 110 via the computing device 120 by enforcing the parental web access policies 160 and the institutional
web access policies 162. In one or more embodiments, the web filter 170 enforces the parental web access
policies 160 over the institutional web access policies 162 if the parental web access policies 160 and the
institutional web access policies 162 conflict. 

In one or more embodiments, the institutional policy dashboard 152 can be accessed by an institution admin
114 of the institution that issued the computing device 120 to the minor user 110. The institutional web
access policies 162 can apply to groups that can encompass the minor user 110, e.g. a student grade level that
encompasses the minor user 110. The parental web access policies 160 apply only to the minor user 110. 

The institution admin 114 can access the institutional policy dashboard 152 via a network 140 using a client
132, e.g., a computer or mobile device running a web browser that accesses the web filtering mechanism 100
using web protocols. The parent 112 can access the parental policy dashboard 150 via the network 140 using
a client 130, e.g., a computer or mobile device running a web browser. 

The web filtering mechanism 100 holds the parental policy dashboard 150 in the same cloud site as the
institutional policy dashboard 152. As a consequence, the parent 112 can use the client 130 to access the
parental policy dashboard 150 and modify the policies sanctioned by the institutional that issued the
computing device 120 to the minor user 110 without having to install any specialized software on the client
130 of the parent 112. 

FIG. 2 illustrates the parental policy dashboard 150 in one or more embodiments. The parental policy
dashboard 150 includes a set of content categories 210. In this example, the content categories 210 include
social networking, gaming, and adult. There can be any number of content categories controllable via the
parental policy dashboard 150 and the institutional policy dashboard 152. 
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The parental policy dashboard 150 lists the institutional web access policies 162 selected by the institution
admin 114 via the institutional policy dashboard 152. The institutional web access policies 162 in this
example are to deny the social networking, gaming, and adult categories. 

The parental policy dashboard 150 enables the parent 112 of the minor user 110 of the computing device 120
to override one or more of the institutional web access policies 162. In this example, the parent 112 has
selected via the parental policy dashboard 150 to allow social networking and gaming but to deny the adult
category. 

FIG. 3 shows the web filtering mechanism 100 establishing a trust relationship with the parent 112 before
allowing the parent 112 to access the parental policy dashboard 150. The web filtering mechanism 100
establishes a trust relationship with the parent 112 in one or more embodiments by generating a login page
accessible by the client 130 of the parent 112 such that the login page requires the parent 112 to login with a
set of credentials that were issued to the minor user 110 by the institution that issued the computing device
120 to the minor user 110. For example, the institution admin 114 can register the login credential issued to
the minor user 110 with the web filtering mechanism 100. Thereafter, those credentials can be used by the
web filtering mechanism 100 to establish a trust relationship with the parent 112. 

The web filtering mechanism 100 sends a respective confirmation email to the minor user 110 and the parent
112 and the institution that issued the computing device 120 to the minor user 110 when the credentials of
the minor user 110 are used to login to the web filtering mechanism 100 and access the parental policy
dashboard 150. The confirmation emails enable the minor user 110 and the parent 112 and the institution that
issued the computing device 120 to detect fraudulent attempts to access the parental policy dashboard 150 by
anyone posing as a parent. 

In one or more embodiments, the web filtering mechanism 100 can establish a trust relationship with the
parent 112 by providing a function in the institutional policy dashboard 152 that enables the institution admin
114 to send a link, e.g., a URL, for the parental control dashboard 150 in an email message to the parent 112.
The link can enable the parent 112, and nobody else, to access the parental policy dashboard 150. 

FIG. 4 shows an embodiment of the web filtering mechanism 100 that includes a location module 480. The
location module 480 detects a current geographic location of the computing device 120 and provides the
current geographic location to the web filter 170. The location module 480 enables the web filter 170 to
adapt web access policies to the current geographic location of the computing device 120. In one or more
embodiments, the web filter 170 enforces the institutional web access policies 162 when the geographic
location of the computing device 120 is inside the institution that issued the computing device 120 to the
minor user 110 and enforces the parental web access policies 160 when the geographic location of the
computing device 120 is outside the institution that issued the computing device 120 to the minor user 110. 

In one or more embodiments, the location module 480 determines a current geographic location for the
computing device 120 by examining its IP address. For example, the location module 480 can include a list
of IP addresses associated with the institution that issued the computing device 120 to the minor user 110.
The location module 480 can detect an IP address currently used by the computing device 120 to
communicate on the network 140 and if it is an IP address not associated with the institution that issued the
computing device 120 then it can be concluded that the computing device 120 is located outside of the
institution that issued the computing device 120. 

In one or more embodiments, the location module 480 determines a current geographic location for the
computing device 120 by employing a web-based geo-location service that analyzes messages from the
computing device 120 to determine its geographic location. The location module 480 can compare the
current geographic location of the computing device 120 to the geographic location of the institution that
issued the computing device 120 to the minor user 110 to determine whether or not the computing device
120 is currently located inside or outside of the institution. 

In one or more embodiments, the location module 480 determines a current geographic location for the
computing device 120 by employing a GPS mechanism in the computing device 120. The location module
480 can compare the current geographic location reported by the GPS mechanism inside the computing
device 120 to the geographic location of the institution that issued the computing device 120 to the minor
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user 110 to determine whether or not the computing device 120 is currently located inside or outside of the
institution. 

The location detection by the location module 480 can be selected to be natively supported by the computing
device 120 and one or more web browsers that can be run on the computing device 120. This can minimize
barriers to location-based parental controls that might otherwise be imposed on the parent 112 or the minor
user 110. For example, no software installation is imposed on the parent 112 to track the location-usage of
the computing device 120 by their minor user 110 when a geo-location service or device GPS or IP tracking
is used by the location module 480. 

FIG. 5 shows how the web filtering mechanism 100 determines which set of policies, the parental web access
policies 160 or the institutional web access policies 162, are to be applied to the computing device 120 in one
or more embodiments. At step 510, the web filtering mechanism 100 determines a current geographic
location of the computing device 120. Step 510 can include determining a precise geographic location, e.g.,
using a web-based geo-location service or a GPS mechanism in the computing device 120, or determining a
current IP address being used by the computing device 120. 

At step 520, the web filtering mechanism 100 determines whether or not the current geographic location of
the computing device 120 is outside of the institution that issued the computing device 120 to the minor user
110. The determination at step 520 can be based on any geographic location measure, e.g., latitude/longitude,
street address, etc., or on a comparison between the current IP address of the computing device 120 and the
IP addresses associated with the institution that issued the computing device 120 to the minor user 110. 

If the current geographic location of the computing device 120 is not outside of the institution that issued the
computing device 120 to the minor user 110 at step 520, then at step 530 the web filtering mechanism 100
filters web communication for the computing device 120 by applying the institutional web access policies
162. Otherwise, at step 540 the web filtering mechanism 100 filters web communication for the computing
device 120 by applying the parental web access policies 160. 

FIG. 6 shows one or more embodiments of the web filtering mechanism 100 integrated with a reporting
mechanism 660 including an activity log 610. The activity log 610 records a set of web accesses undertaken
with the computing device 120. The activity log 610 can also record the current geographic locations of the
computing device 120 when the recorded web accesses were undertaken. The activity log 610 can be used to
provide reports to the parent 112 about what web sites the minor user 110 has accessed from what location. 

The web filtering mechanism 100 can employ a geo-location service 620 to determine the current geographic
location of the computing device 120. The geo-location service 620 can obtain consent for location tracking
from the minor user 110 before tracking the location of the computing device 120. The location module 480
can then at any time obtain the current geographic location of the computing device 120 from the geo-
location service 620, e.g., using IP/web communication via the network 140. 

FIG. 7 illustrates the activity log 610 in one or more embodiments. The activity log 610 includes a set of
records 0-n. Each record 0-n can describe a web access undertaken by the minor user 110 via the computing
device 120. Each record 0-n in one or more embodiments can include a content category C0-Cn, a street
address A0-An, a starting time TO-Tn, and a duration D0-Dn. The content categories C0-Cn describe the
content being accessed, e.g., social network, gaming, adult, etc. The street addresses AO-An are the
geographic locations of the computing device 120 during the corresponding web accesses. The starting times
TO-Tn and the durations D0-Dn are the starting time and durations for the corresponding web accesses. 

FIG. 8 shows an activity analyzer 840 in the reporting mechanism 660 in one or more embodiments. The
activity analyzer 840 generates an activity report 850 from the information in the activity log 610. The
activity analyzer 840 can generate any type of report, table, chart, graph, etc. that depicts the information in
the activity log 610. For example, the activity analyzer 840 can generate a pie chart that depicts the
percentage of time that the minor user 110 spends on each of the content categories recorded in the activity
log 610. 

The activity analyzer 840 can generate the activity report 850 in one or more embodiments by correlating the
information in the activity log 610 with information contained in a performance data store 820. The
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performance data store 820 can hold performance data pertaining to the minor user 110, e.g. test grades. The
activity analyzer 840 can generate activity reports that link test grades to web access activity logged in the
activity log 610. For example, large amounts of time logged on social networking before a test period can be
correlated to resulting test performance. 

In one or more embodiments, the reporting mechanism 660 includes a push notification server 880 that can
send the parent 112 the activity report 850 in an email message. The push notification server 880 can
regularly send activity reports, e.g., weekly reports, so that the parent 112 can track how much time the
minor user 110 is spending on the categories that the parent 112 currently allows. The regular reports can
enable the parent 112 to adjust their choices on content categories accordingly. In one or more embodiments,
activity reports can be sent to a mobile device of the parent 112, e.g. the client 130 or another device that
runs a mobile app for receiving activity reports from the push notification server 880. 

FIG. 9 shows an urgency module 990 in the reporting mechanism 660 in one or more embodiments. The
urgency module 990 detects a potential for harm to the minor user 110 by examining the web content
accessed using the computing device 120 and sends an urgent message to the parent 112 if the potential for
harm is detected. The urgency module 990 obtains an information stream from the web filter 170 that
includes text associated with web content accessed by the minor user 110 via the computing device 120. The
text from the web filter 170 can include search terms typed into search engines, content of instant messages,
text extracted from web sites visited by the minor user, etc. The urgency module 990 examines the
information stream for key words, phrases, etc., that can indicate interactions by the minor user 110 with
potential predators, bullies, etc., as well as conditions that may cause the minor user 110 to engage in self-
harm. When the urgency module 990 detects a potential for harm to the minor user 110 it sends an urgent
message via the push notification server 880 to the parent 112 informing the parent 112 of the potential
danger. The urgent message can be a text or other instant message to a mobile device of the parent 112. 

FIG. 10 illustrates a method for web filtering integrated with parental management in one or more
embodiments. While the various steps in this flowchart are presented and described sequentially, one of
ordinary skill will appreciate that some or all of the steps can be executed in different orders and some or all
of the steps can be executed in parallel. Further, in one or more embodiments, one or more of the steps
described below can be omitted, repeated, and/or performed in a different order. Accordingly, the specific
arrangement of steps shown in FIGS. 10-11, and FIG. 5, should not be construed as limiting the scope of the
invention. 

At step 1010, an institutional policy dashboard is generated. The institutional policy dashboard enables an
institution that issued a computing device to a minor user to select a set of institutional web access policies
sanctioned by the institution. 

At step 1020, a parental policy dashboard is generated. The parental policy dashboard enables a parent of the
minor user to select to a set of parental web access policies sanctioned by the parent. 

At step 1030, web content accessed by the minor user via the computing device issued by the institution is
filtered by enforcing the parental and the institutional web access policies. The parental web access policies
can be enforced over the institutional web access policies if the parental web access policies and the
institutional web access policies conflict at step 1030. 

FIG. 11 illustrates a method for web filtering integrated with parental reporting in one or more embodiments.
At step 1110, a web content accessed by a minor user via a computing device issued to the minor user by an
institution is filtered. At step 1120, a set of web accesses undertaken by the minor user via the computing
device is reported to the parent of the minor user. 

Embodiments of the invention may be implemented on a specialized computer system. Examples of such a
computing system can include one or more mobile devices (e.g., laptop computer, smart phone, personal
digital assistant, tablet computer, or other mobile device, game console), desktop computers, servers, blades
in a server chassis, or any other type of computing device(s) that include at least the minimum processing
power, memory, and input and output device(s) to perform one or more embodiments of the invention. 

FIG. 12 illustrates a computing system 1200 upon which portions of the web filtering mechanism 100 or the
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clients 130-132 or the computing device 120 can be implemented. The computing system 1200 includes one
or more computer processor(s) 1202, associated memory 1204 (e.g., random access memory (RAM), cache
memory, flash memory, etc.), one or more storage device(s) 1206 (e.g., a hard disk, an optical drive such as a
compact disk (CD) drive or digital versatile disk (DVD) drive, a flash memory stick, etc.), a bus 1216, and
numerous other elements and functionalities. The computer processor(s) 1202 may be an integrated circuit
for processing instructions. For example, the computer processor(s) may be one or more cores or micro-cores
of a processor. The computing system 1200 may also include one or more input device(s), e.g., a
touchscreen, keyboard 1210, mouse 1212, microphone, touchpad, electronic pen, or any other type of input
device. Further, the computing system 1200 may include one or more monitor device(s) 1208, such as a
screen (e.g., a liquid crystal display (LCD), a plasma display, touchscreen, cathode ray tube (CRT) monitor,
projector, or other display device), external storage, input for an electric instrument, or any other output
device. The computing system 1200 may be connected to the network 140 (e.g., a local area network (LAN),
a wide area network (WAN) such as the Internet, mobile network, or any other type of network) via a
network adapter 1218. 

While the foregoing disclosure sets forth various embodiments using specific diagrams, flowcharts, and
examples, each diagram component, flowchart step, operation, and/or component described and/or illustrated
herein may be implemented, individually and/or collectively, using a range of processes and components. 

The process parameters and sequence of steps described and/or illustrated herein are given by way of
example only. For example, while the steps illustrated and/or described herein may be shown or discussed in
a particular order, these steps do not necessarily need to be performed in the order illustrated or discussed.
The various example methods described and/or illustrated herein may also omit one or more of the steps
described or illustrated herein or include additional steps in addition to those disclosed. 

While the invention has been described with respect to a limited number of embodiments, those skilled in the
art, having benefit of this disclosure, will appreciate that other embodiments may be devised which do not
depart from the scope of the invention as disclosed herein. 

* * * * *
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